Abstract-How
INTRODUCTION
The computer has become an indispensable tool in people's lives, and they use it to store much personal information, which include inevitably much personal privacy, a large number of important documents and so on.
There are some special files in the system, and we call them Critical Documents. The critical documents, in a general sense, are a type of files of great value or significance for users, or a type of files of core functions for the system. Therefore, how to protect the user's critical document is very important for security problems.
Considering this problem, this paper introduces a novel system to monitoring critical file modification and give warnings to protect system security.
At present, there exists some document monitoring software, which can take a certain effect on monitoring the computer's files, folders and other operations. For example, Rising antivirus ® software [1] and others take a certain effect on monitoring the computer's operating system files, and also provide the protection and treatment of files, etc; other typical document monitoring software, such as Skye , File Monitor, Anyview and others [2] [3] [4] , also implement some corresponding functions.
However, there are some shortcomings in that software, as follows: 1) They don't meet the demand exactly. It is difficult to achieve the purpose of demand, for example, the confidential information's leakage for the misuse of sensitive areas, caused by the lack of dynamic monitoring and processing mechanism. Once destroyed, the file will fail to be inspected.
2) They can't meet the Real-time requirement of monitoring. When a file is changed, the system can not detect it immediately. Users need to launch the software, and then the modifications can be obtained by scanning.
It is difficult to meet the applications which require the relatively high and real-time monitoring. other is the operation of the file's content, for example, finding the file in the strings, inserting and deleting and so on.
In Windows operating system, all users' requests for file operations go through the process to handle the file system data, and file system driver is a component of I/O subsystem, which provides users with the services of accessing data on the disk that is the non-volatile storage media. I/O Manager supports the layered driver model, and each IRP (I/O request packet) is handled respectively through every layer of the driver, until the request is fulfilled by a layer driver. Therefore, the drivers made by third party developers have the opportunity to insert into the hierarchy, capture and process the request from the upper operation, and the drivers are called the filter drivers [6] .
Therefore, we build up a system monitoring model, as
shown in Figure 1 . The file monitor engine includes two aspects: Window's file API function monitoring and the monitoring based on the file system drivers [7] [9]
. 
A. The intercepting and calling technology of system
In Windows system, the kernel module NTOSKRNL.EXE exports a system call table (Service Table) , all operations such as process management, file operations, and memory management, are completed finally by the interface functions provided by the system call 
B. The Mounting Technology of Virtual Device
To avoid these above shortcomings, there is a monitoring technology of file operations which is only related to the file system of Windows operating system.
We call it the mounting technology of virtual device.
The Mounting Technology of Virtual Device writes virtual device driver, and mounts the virtual devices to the disk devices, so as to get all the information of file operations. The code in this way is at the lowest level of the system, and only one device driver can monitor all file operations.
C. The Combination of Two Technologies
The combination of the intercepting and calling technology of system and the mounting technology of virtual device can guarantee both the security of system and the transparency of monitor process [10] . [9] .
For each I/O device to be monitored, we must first obtain a handle of the file system, and get the handle 
A. Testing Environment
The operating system is Windows XP, and.Net Framework 2.0 is required.
B. Functional Tests
Firstly, we test the system's main function. It mainly consists of the following tests:
1) The tests of file's content monitoring
2) The tests of folder monitoring
3) The tests of the monitoring and management system.
C. Testing Results

1) The Testing Procedure
Open the monitoring system, and select the folder in the disk that you want to monitor, carrying out a series of operations on the contents of the file and on the folder respectively. The testing results are shown in Table 1 : The monitoring system can accurately shows the attributes of the files, which plays a very important role in system management.
C. Performance Test
Only a little resource is needed to realize the monitoring functionality. A testing program is developed to perform concurrency operations of the file and folder modification. CPU utilization and memory utilization are recorded under different experimental configure conditions, as illustrated in Figure 7 . We notice that the amount of both CPU and memory increase with the increase of the number of concurrent monitoring documents, but the increase is not very obvious. It shows that the impact on system performance is limited, and monitoring system runs smoothly in the entire testing process. (1) Monitoring objects are clear. The system can monitor the illegal document's operations such as deleting and tampering from either local or network.
(2) The system can set different levels of monitoring according to the level of the document's importance, thus saving more resources and improving the efficiency.
We no only use the above monitoring system to protect our critical documents, but also use some other methods to strengthen the security mechanisms of our computer system at the same time such as the encryption of communication and the authentication, etc. In a word, we must try my best to improve the defense capability of the system itself in order to reduce the false negative rates and false positive rates of the monitoring system for critical documents as much as possible.
